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A Message from the Chief Information Officer

Unprecedented changes in technology are constantly reshaping our work environment and
personal lives. Our smartphones have more computing power than the computers that landed the
Apollo flights on the moon. Artificial Intelligence once a theme of Sc-Fi movies is now a basic
function for facial recognition in security cameras, allow cars to drive without human intervention,
guide automated devices to clean our floors, or use your voice to search for favorite shows on
satellite TV. If you doubt how far we have come, just ask Alexa. The power of the internet and the
technology known as the internet of things (IoT) is transforming our world in unimaginable ways.

Reshaping government with the same transformation is both a journey and experience. It’s not a
matter if we have the capability but rather the commitment and vision to this end goal. It is also
why the IT strategic plan is critical to the future of this agency. It represents the commitment of
agency leadership to define our future in terms of critical information technology projects and
resources.

Technology alone is not how we achieve success but it’s rather how technology can maximize the
business value by allowing employees, partners, and customers to reach their potential through
efficiency and automation. This is an evolutionary process that requires ongoing commitment and
vision to achieve true transformation in government.
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Governor’s expectations of agencies

Agencies are required to develop and follow a strategic plan using goals outlined by the Governor’s
office. Plans should be developed with agency leadership and in partnership with direct service
employees, community partners, tribes, underrepresented communities, and applicable boards
and commissions responsible for oversight of the organization. Plans should include a section that
aligns with the agency’s information technology strategy to include how modernization efforts will
support the goals of the organization.

Agencies of 50 FTE or larger are required to develop an information technology strategic plan. Plans
should be developed with agency leadership and include how the agency aligns with the Enterprise
Information Services’ Strategic Framework and how modernization efforts will support the goals of
the organization.
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Purpose of this document

The IT Strategic Plan is intended to outline how the agency will achieve its vision for service delivery
and meeting its mission. The IT Strategic Plan outlines how IT Services will assist the agency in
achieving its long-term goals, supporting the business, and assuring the security of applications and
data that are in the custody of the agency. It is a guide that describes how the agency prioritizes IT
planning, implementation, and manages technology investments and resources.

The plan is a high-level overview intended to be flexible and adapt to changing business needs. It
will evolve over time to align with the strategic outcomes and objectives of the agency.

The value and benefits of this IT strategic plan have the following outcomes:

Alignment of technology initiatives with the overall mission, vision, and goals of the agency to
ensure technology investments support business objectives and drive value for the organization.

Define a roadmap of major projects that outlines how the agency will implement new technology
and upgrade existing systems over time including a timeline and budget.

Improve resource management that provides a framework for managing and allocating technology
resources to effectively and efficiently meet the agency’s business goals and objectives.

Stakeholders’ engagement to ensure the IT strategy aligns with the needs of the organization by
engaging key management, employees, and customers. Effectively aligns resources with a unified
goal and to gain buy-in.

Improved risk management by identifying and mitigating potential risks associated with
technology initiatives including those related to data security, business continuity, compliance with
regulatory and statutory requirements, as well as industry standards.

Assess the current environment using analytical tools (COBIT), surveys, and interviews to diagnose

the strengths, weaknesses, opportunities, and threats (SWOT) of the current state of information
and technology to identify areas for improvement and potential risks.
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Overview

The IT Strategic Plan promotes the effective and efficient use of technology resources in support of
ODFW'’s mission and principles within the Natural Resources policy area that are directed through
all levels of leadership including the executive team, the enterprise governance committee, the
Information Systems Division (ISD), and program level departments.

The Oregon Department of Fish and Wildlife (ODFW) has adopted a two-year (biennial) planning
approach to the implementation of Information and Technology throughout the agency. Itis
intended to coincide with the agency’s biennial budget planning, legislative policy option packages
(POP), resource availability, and other business planning.
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Agency Mission and Principles

AGENCY MISSION

To protect and enhance Oregon's fish and wildlife
and their habitats for use and enjoyment by
present and future generations.

OREGON

Fish & Wildlife

Agency Principles

“Emphasize safety in the workplace

“Develop effective relationships based on trust
and confidence

“*Provide proactive and solution-based fish and wildlife
management based on sound science

“Work as a team to accomplish our mission
“*Promote workforce enhancement and inclusion
“*Ensure fiscal integrity

:
SRS 3G
e
N

OREGON DEPARTMENT OF FISH A

ND WILDLIFE
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Agency Objectives

Mission:
To protect and enhance Oregon's fish and wildlife and their habitats
for use and enjoyment by present and future generations.

Vision:
ODFW is the recognized steward of Oregon'’s fish & wildlife resources
with diversified funding that supports our mission

Agency Goals

Increase and Improve our

Demons.trate diversify public Diversify,
effective : expand and
. participation in
stewardship of AR align funding
Oregon’s fish, with the work

wildlife and their enjoyent of we do and the fuonios sl
: Oregon fish and communicate
GELTE1E people we serve

wildlife resources performance

operational
efficiency and
ability to

1. Demonstrate effective stewardship of Oregon's fish, wildlife, and their habitats.
o Continue effective stewardship of Oregon's fish, wildlife, and their habitats through
sound science and by addressing our constituent's needs.
o Increase or maintain public satisfaction with the work we do.
Provide leadership on five focal fish and wildlife issues and report on progress and
solutions by 2022.
2. Increase and diversify public use and enjoyment of Oregon's fish and wildlife resources.
o Increase the proportion of Oregonians participating in wildlife watching from 47% to
50% of all Oregonians by Dec. 31, 2021.
o Increase the diversity of our customers to reflect the gender, age, and ethnic
diversity of the state's population.
3. Expand support for fish, wildlife, and their habitats.
o Align budgets with ODFW conservation and management priorities beginning with
the 2019-21 biennium.
o Increase revenue from ALL ODFW customer (hunters, anglers, viewers, supporters,
outdoor recreationists) by 15% by June 30, 2019.
o Develop ODFW fundraising efforts to expand and diversify grant funding sources by
15% and increase donation revenue by 25% by June 30, 2019.
4. Improve our operational efficiency and ability to monitor and communicate performance.
o Improve ways to define, prioritize, coordinate, and communicate what we do.
o Ensure the Department has a diverse workforce with the skills and culture needed to
tackle current and future needs.
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o Develop information systems to better maintain and analyze the data needed for
fish and wildlife science and management.
o Invest in those assets and infrastructure that best support our mission.
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Information Systems Division

Information Systems Division
ISD is the agency’s technology resource provider for application development, asset managementj

data management, help desk, network, and telecom services. It is our service responsibility to
promote and enable the use of technology resources throughout the agency.

We are a purpose driven organization investing in its workforce while fostering a culture of
innovation, sustainability, collaboration, diversity, equity, and inclusion.

ISD Vision

Our vision is to provide the technical leadership and quality services to empower all employees ar
partners to achieve the mission of the agency.

ISD Purpose
It is the purpose of ISD to develop and support the technology that enable the agency’s business

operations to protect and enhance Oregon’s fish and wildlife and their habitats for use by presen{
and future generations.

ISD Performance Standards

ISD is committed to providing the highest level of systems availability, reliability, security, and
quality by:

Providing solutions that are delivered in a timely manner and satisfy customer requirements.
Developing standards for effective use and deployment of technology.

Providing a safe and secure computing environment to protect agency data.

Communicating changes and improvements proactively.

Promoting process improvements through partnerships with agency business owners.
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Information Technology (IT) and Information & Technology
(1&T)

This IT Strategic Plan is an overarching strategy for all the agency’s technology resources,
collectively known as Information and Technology (1&T). The Information Systems Division (ISD) is
responsible for enterprise Information Technology (IT) resources acting as a central role for
standards, connectivity, compliance, and core services to the entire agency. However, I&T
resources are often directly managed within program specific units, project management office, or
outsourced.

IT Strategy Communication

The effective use of the IT strategic plan comes from building familiarity of the plan at all levels of the
organization and to provide awareness and education on key plan objectives to all audiences. Executive
leadership has a responsibility to effectively communicate this strategy and priorities necessary to
effectively implement successful outcomes. In addition, express how the IT Strategic Plan is in
alignment, and supports, the current Agency Strategic Plan. The enterprise governance committee has
a responsibility to communicate project decisions, priorities, objectives, and status and how they align with
agency budgets and resources. In addition, to communicate the challenges or roadblocks to executive
leadership for any re-prioritizing as necessary. Information technology staff (1&T) have the responsibility to
provide technical recommendations during the planning phases of projects and provide ongoing updates to
project implementations including any potential changes to scope or timelines. To effectively educate and
engage leadership on the challenges IT faces in support of the business areas.

IT Strategy Continuous Lifecycle

ODFW has adopted a biennial review cycle of the IT strategic plan to align with legislative sessions
and the agency budget adoption. This allows a more effective planning approach to major IT
objectives allowing for agency planning of policy option packages. Since major technology projects
typically complete at various schedules, the agency refreshes its overall project timelines
accordingly throughout the year. To ensure the delivery of I&T services in line with business
requirements, it is necessary to develop a clear understanding through regular meetings with
business stakeholders and maintaining open communication channels. Aligning IT services with the
organization's mission and goals is crucial to achieve ongoing operational outcomes and business
prioritization.

Current IT Landscape

ODFW supports a hybrid IT environment with technology distributed throughout all offices,
integration with state enterprise services, and cloud service deployments. There are approximately
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1100 computing devices, 950 mobile devices, and user 1500 accounts in use daily. The Information
Systems Division (ISD) is the recognized authority for agency policy and technical standards and
exclusive provider for networking, virtualized servers, mass data storage, and security protocols.
ISD also provides services for centralized help desk, application development, geospatial, and data
services. However, the IT environment also extends deeply into regional offices where highly
specialized technology is used in direct support of agency business and scientific needs. When
considering the IT environment at ODFW, it must include both the central services provided by ISD
and the distributed technology throughout the agency as one technology resource.

COBIT Analysis

COBIT (control objectives for information technologies) is a framework applied in the formation of
best practices of IT governance and management. The primary benefit of using COBIT framework is
to optimize IT services by aligning them to the agency’s goals and strategies. It also has value by
reinforcing the IT strategies as a common and shared agency objective.

COBIT consists of five fundamental principles that drive IT governance and management within
the organization. These are:

Principle 1 — Fulfilling stakeholder needs: identifying the key stakeholders within an
organization and their needs before providing value creation through goal setting. The process
potentially leads to increased organizational growth in the long term.

Principle 2 — Offering enterprises comprehensive end-to-end coverage: accounting for
all functions and processes within an organization.

Principle 3 — Achieving a single unified framework: integrating multiple frameworks and
standards within an organization to achieve seamless IT management and governance.

Principle 4 — Driving a holistic approach in running an organization: tapping enablers
(listed below) to create an all-inclusive strategy for IT governance and management.

Principle 5 — Separating management from governance: setting clear boundaries between
governance and management roles and responsibilities.

ODFW utilized a portion of the COBIT governance framework called the Governance System
Design Toolkit to evaluate and rate business objectives, priorities, and processes and their
alignment with agency wide information technology utilization, early defined as I&T. ODFW uses
these results in the following analysis (below) to develop and implement future strategies to
improve its I&T management processes including enhancement of its IT governance and strategic
planning.
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Strategy Importance shows the relative influence these four delivery models have on
governance and management objectives for ODFW defining the agency IT strategy. In the case of
ODFW, the chart indicates our primary focus is on customer satisfaction with a secondary focus on
fiscal integrity. While innovation is important to our organization for advancement of science and
technology, it is not a key factor for us as a competitive edge in relation to other agencies. In the
same way, growth or acquisition by ODFW is not a key objective as a government agency so rated
significantly less important.

Strategy Importance (1-5)

CLIENT SERVICE/STABILITY

COST LEADERSHIP

INNOVATION/DIFFERENTIATION

GROWTH/ACQUISITION

Enterprise Goals Importance indicates how various business objectives rank in relative
importance of achieving the enterprise strategy defined in the prior section. The chart below
represents the ranked importance of the 13 generic enterprise goals defined by COBIT. The
enterprise strategy is realized through the achievement of the enterprise goals. While all the goals
are important, it is recommended to identify only the top few primary enterprise goals and a
limited number of secondary enterprise goals as the main focus within any one given effort. Itis
important to achieve success incrementally and mature governance and management objectives
over time.

At a high level, this chart describes the agency business goals that are most valued and therefore
important to the IT strategy.
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Enterprise Goals Importance (1-5)

COMPLIANCE WITH EXTERNAL LAWS AND REGULATIONS
STAFF SKILLS, MOTIVATION AND PRODUCTIVITY
QUALITY OF FINANCIAL INFORMATION
BUSINESS-SERVICE CONTINUITY AND AVAILABILITY
MANAGED BUSINESS RISK
CUSTOMER-ORIENTED SERVICE CULTURE

OPTIMIZATION OF INTERNAL BUSINESS PROCESS..
QUALITY OF MANAGEMENT INFORMATION

COMPLIANCE WITH INTERNAL POLICIES
PORTFOLIO OF COMPETITIVE PRODUCTS AND SERVICES 3.1
PRODUCT AND BUSINESS INNOVATION 3.0
OPTIMIZATION OF BUSINESS PROCESS COSTS 3.0
MANAGED DIGITAL TRANSFORMATION PROGRAMS : ‘ .7
1.0 1.5 2.0 2.5 3.0

3.6
3.6
3.5

5.0
4.5
4.2
4.1
4.1

4.0

4.0 4.5

5.0

IT Risk Importance represents the overall risk importance the strategy objectives determined
through a calculation of multiplying a score of perceived risk times probability of occurrence. The
chart below represents the ranked importance of the 19 generic risk factors defined by COBIT for

ODFW.

At a high level, this chart describes the potential business risk and therefore the relative
importance to the overall IT strategy. While all factors are important to planning, addressing the
top 2 or 3 issues within the IT Strategy will produce the greatest return but also may require the
greatest investment of time and resources. It should be noted that business leadership overall

rated these risks as moderate to low with no risks rated high.
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IT Risk Importance (1-25)

ENTERPRISE/IT ARCHITECTURE

DATA & INFORMATION MANAGEMENT

IT COST & OVERSIGHT

IT EXPERTISE, SKILLS & BEHAVIOR

ACTS OF NATURE

THIRD-PARTY/SUPPLIER INCIDENTS

NONCOMPLIANCE

ENVIRONMENTAL

SOFTWARE ADOPTION/USAGE PROBLEMS

HARDWARE INCIDENTS

PROGRAM & PROJECTS LIFE CYCLE MANAGEMENT
IT INVESTMENT DECISION MAKING, PORTFOLIO..

LOGICAL ATTACKS (HACKING, MALWARE, ETC.)

IT OPERATIONAL INFRASTRUCTURE INCIDENTS

UNAUTHORIZED ACTIONS

SOFTWARE FAILURES

INDUSTRIAL ACTION

GEOPOLITICAL ISSUES

TECHNOLOGY-BASED INNOVATION

14.8
12.0

8.8

e
.||\‘

11.0 13.0 15.0 17.0 19.0 21.0 23.0 25.0

30 50 70 90

IT Issue Importance (pain points) indicates the areas of needed improvement within the
agency to better achieve technology outcomes. Issues may have been identified or reported
through risk management, audit, senior management, or internal stakeholders.

At a high level, this chart indicates the areas of service that are most important, in need of
improvement, or where business risks have materialized. These are critical factors to address
within the IT strategy to improve business outcomes for agency leadership and IT.
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IT Issue Importance (1-3)

LACK OF BUSINESS SPONSORSHIP OR ENGAGEMENT BY SENIOR MANAGEMENT WITH IT INITIATIVES

EXCESSIVELY HIGH COST OF IT SYSTEMS AND SERVICES

INSUFFICIENT IT RESOURCES, STAFF WITH INADEQUATE SKILLS OR STAFF BURNOUT/DISSATISFACTION
DUPLICATIONS OR OVERLAPS BETWEEN VARIOUS INITIATIVES, OR OTHER FORMS OF WASTED RESOURCES
OBSTRUCTED IMPLEMENTATION OF INITIATIVES CAUSED BY STATE ENTERPRISE ARCHITECTURE

FRUSTRATION BETWEEN BUSINESS DEPARTMENTS DUE TO PERCEPTION OF COMPLEX STATE REQUIREMENTS
REGULAR ISSUES WITH DATA QUALITY AND INTEGRATION OF DATA ACROSS VARIOUS SOURCES

COMPLEX IT OPERATING MODEL AND/OR UNCLEAR DECISION MECHANISMS FOR IT-RELATED DECISIONS

SERVICE DELIVERY PROBLEMS BY THE IT OUTSOURCER(S)

FRUSTRATION BETWEEN DIFFERENT ENTITIES DUE TO A PERCEPTION OF LOW CONTRIBUTION TO BUSINESS VALUE
FAILURES TO MEET IT-RELATED REGULATORY OR CONTRACTUAL REQUIREMENTS

INABILITY TO EXPLOIT NEW TECHNOLOGIES OR INNOVATE USING I&T

IGNORANCE OF AND/OR NONCOMPLIANCE WITH PRIVACY REGULATIONS

BUSINESS DEPARTMENTS IMPLEMENTING THEIR OWN IT SOLUTIONS WITH LITTLE OR NO INVOLVEMENT WITH IT
HIGH LEVEL OF END-USER COMPUTING, CREATING A LACK OF OVERSIGHT AND QUALITY CONTROL

GAP OF UNDERSTANDING BETWEEN BUSINESS USERS AND TECHNOLOGY SPECIALISTS TERMINOLOGIES
IT-ENABLED CHANGES OR PROJECTS ARE NOT MEETING BUSINESS NEEDS, DELIVERED LATE, OR OVER BUDGET
SUBSTANTIAL IT SPENDING OUTSIDE THE CONTROL OF THE NORMAL I&T INVESTMENT DECISION PROCESS

AUDIT FINDINGS OR OTHER ASSESSMENT REPORTS OF POOR IT PERFORMANCE, QUALITY, OR SERVICE PROBLEMS
SIGNIFICANT I&T-RELATED INCIDENTS, SUCH AS DATA LOSS, SECURITY BREACHES, PROJECT FAILURE

1.0 12 14 16 18 20 22 24 26 28

30

SWOT Analysis

A SWOT analysis is a framework for identifying and analyzing an organization's Strengths,
Weaknesses, Opportunities and Threats. The SWOT analysis was conducted as part of the planning
process by a cross section of the agency leadership from both program and administration. The
elements are not ranked or ordered as the primary goal of the SWOT analysis is to increase
awareness of the factors that go into making a business decision or establishing business strategies
that leverage each of the identified SWOT elements.
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Proven cyber security management and
response.

Established life cycle management, old tech is
not restraining progress.

Good agency-wide security awareness and
employee engagement.

Internal and external customer service
feedback is good to excellent.

Project prioritization - Putting strategy around
work priority needs.

Tracking workload and response time.
Succession planning, backup up positions,
sustainability.

Planning for future data needs, storage and
computing power.

Forward looking at creative solutions and
opportunities.

Existing strategy around enterprise
architecture, leverage existing resources.

Use of best practices for product
development and implementation.

ISD customer service and response in support
of business needs is very good.

Audits results indicate established processes
and compliance are good.

Use of Al, both embedded and regenerative.
Staff readiness, technical abilities, untapped
resources.

Lean efforts to reduce complexity, simplify
processes.

Opportunity for automation, improved
efficiencies.

Efficiency cost saving on phone service,
softphones adoption.

Move storage and apps to Azure cloud.
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Lack of agency wide data collaboration,
management, warehousing.

Inconsistent distribution/ availability of
field technology (have/have not) driven by
separate unit budgets.

Lack of resources to provide standardized
training on use of technology.

System, vendor, and internal function
documentation and diagrams can be
lacking.

Inventory of system databases, data
management. Challenging to
acquire/maintain.

Versioning of data, siloed data. Agency not
always using an enterprise view.

Data management plan, ownership
responsibilities. Lacking overall strategy.
Lack of standardized technology (hatchery
sensors/systems as example), not looking
at common solution. Again, mostly field
issue because of distributed funding.
Approach and policy on Al yet established.
Change management to try/accept new
technologies.

Understand of available M365 apps and
training.

Limited technology staffing and funding for
size of organization.

Steepening technology curve, both IT and
employees.

Increasing cyber threat landscape, social
engineering, physical, and electronic.
Increasing costs/ funding needs. High value
technology with greater distribution.
Resource dilution, keep adding, not
removing tasks/priorities.
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Identify data standards, how data collected,
adoption. Providing space in data base,
predefined elements.

Move away from spreadsheets to databases.

Utilize/partner with other agencies sharing
resources/permits/agreements.

Streamline system reviews with Enterprise
(DAS/EIS).

Modernization, move away from paper.
Implement workflow management.
Enterprise tool resources training, ability to
have resources to build off enterprise tools
(M365).

Oversight thresholds by DAS Enterprise are
too low, challenging to conduct business.
Single source person supporting a
technology solution.

Difficult moving large projects from project
to maintenance.

Over dependent on paper systems and
processes.

Struggle with competitive hiring /skills /
what the state offers.

Administrative burden (DAS oversight,
contracts) for procurement of common IT
solutions.

Better utilization of Microsoft contract to
train and implement resources.

IT Governance

Governance is the process where major agency projects are prioritized to create a viable list of
projects for the agency to focus resources to achieve results timely and on budget. As important,
governance also defines what efforts will not be assigned resources so as not to dilute available
funding, staffing, and other business resources away from a unified vision. Ultimately governance
establishes the future state of the agency ensuring the alignment of IT with the agency’s goals and
strategies. Each enterprise goal is aligned with an IT goal to ensure the IT organization’s work
supports the agency’s priorities. The Enterprise Governance Committee (EGC) selected the IT
alignment goals that are the most relevant to ODFW’s strategic plan. Project timelines are created
and reviewed to show progress or impediments on a quarterly basis allowing additional resources
and support where needed.

Project priorities, or rather best known as ranking, is determined by factors such as importance to
business operations, available funding, available staffing resources, and sustainability. The
governance committee periodically reviews and ranks all potential projects in queue and promotes
selected top-ranking projects to ‘active’ status meaning they are set for planning according the
estimated schedule.

ODFW has adopted a biennial review process for project concepts to better align the decision and

planning with the existing biennial Policy Option Package (POP), legislative, and budget planning
processes.
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Each of the approved projects is assigned project oversight resources including project
management, business analysts, technical analysts and other resources to develop and integrate
new technology into the agency.

Enterprise Governance Committee (EGC)

All major agency projects are reviewed and prioritized by EGC irrespective if they have an IT
component or not. This allows all agency projects to be evaluated equally according to the project’s
importance, urgency, and function within context of the agency’s strategic plan and other business
drivers. With recommendations by the Information Systems Division, technology solutions are
considered for implementation using a custom off the self (COTS) solution, custom developed by
the Information Systems Division (ISD), or outsourced under the direction of ISD. Decisions made
at this level are to conduct further analysis, defer to division implementation, defer to Information
Technology Governance, or placed on hold.

Information Technology Governance (ITG)

Technology specific projects deferred to ITG are further resourced and planned for execution
separately from EGC so as to provide better administration, communication, and oversight while
working directly with the application business owner.

Project Timeline Projections

The projects listed below represent a biennial timeline projection of major projects approved by
the ODFW Enterprise Governance Committee as new product implementations or significant
upgrades of existing systems. Ongoing maintenance, administration, and operations are not
reflected in this graphic.

The project timeline below is an outcome of EGC and ITG. It indicates the approved biennial IT
solutions with committed resources along with a relationship timeline.

Projects are shown in a priority ranking order from highest on top to lowest on bottom also
factoring resource scheduling from most available (active) on left to those yet initiated on the right.
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ODFW Project Timelines - High Level

23-25 Biennium

JiPE
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

2005

Projects
Jan Feb Mar Apr May Jun Jul

Electronic Licensing System (ELS)

; ork ELS 0&M Enhancement Work
Volunteer & Event Management (VEM) Phase 1

Asset Management System (AMS)
Oregon Buys ODFW Implementation
DITAP DITAP e Tline TED)
(Grant Management System Grant Management System - 1A Grant Management System

Small - Medium Effort (5)

[SD Projects
ASD Application conversion- not including OTTIS
Market Sample voice recongintion
On-ine Commercial License Renewals
Wildlife Rehab/Control Operators
Poynt API for Commercial Sales
CWTF Catch Sample Optimization
RACR (Resource Allocation Cost Recovery)
Qrbs/Trall
HRMS
Willamette Wildlife Mitigation Program

Crosswalk of I&T Projects to Agency Strategy Goals

The series of tables below indicate how each of the project initiatives in the prior section relate to
the agency strategic goals. Projects shown in blue are part of the EGC governance while projects
shown in green are part of the ITG governance.
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Agency Strategic Goal

ELS

VEM Asset | Oregon | DITAP
Mgt Buys

Grant
Mgt

Demonstrate effective stewardship of Oregon's fish,
wildlife, and their habitat

Increase and diversify public participation in the use
and enjoyment of Oregon's fish and wildlife resources

Diversify, expand and align funding with the work we
do and the people we serve

Improve our operational efficiency and ability to
monitor and communicate performance

Agency Strategic Goal

OFRS | MAKO PIE

Market | Commercial
Sample Online

wildlife
Rehab

Demonstrate effective stewardship of Oregon's
fish, wildlife, and their habitat

©o| O

@

Increase and diversify public participation in the
use and enjoyment of Oregon's fish and wildlife
resources

Diversify, expand and align funding with the work
we do and the people we serve

Improve our operational efficiency and ability to
monitor and communicate performance

0|0

0|0
0|0

O
O

Agency Strategic Goal

Poynt
API

CWTF RACR
Catch
Sample

ORBS HRMS

WWMP
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Metrics

Metrics have been identified to track and periodically report the current status of key measurable
outcomes that contribute to the success of the agency’s strategic plan. While the outcomes of the
agency strategic plan are primarily related to Fish and Wildlife business drivers, IT is the foundation
for the analysis, tracking, reporting, and communications that allow leadership to make effective

decisions.

These metrics are intended to monitor the effectiveness of IT service delivery to deliver secure and
available resources to our business partners. They help to ensure progress is recognized and

sustained acting as an early indicator of potential impediments to business operations or achieving
the agency mission and objectives.

Metrics for the IT Strategy will be evaluated, expanded, and realigned over time for continual
support and alignment to changes in business or technology.

Metric Description

Alignment to Agency
Goals

Alignment to IT
Goals

Alignment to SWOT Threat,
Opportunities, Weakness

IT Security Vulnerability
Management

An indicator of overall
effectiveness of IT to
identify and remediate
security risk to agency
systems and data resources.

#4 Improve our operational
efficiency and ability to
monitor and communicate
performance. Develop
information systems to better
maintain and analyze the data
needed for fish and wildlife
science and management.

Reduce the security risk
to ODFW through
continued application of
system updates, patches,
and lifecycle
management.

Increasing cyber threat landscape,
social engineering, physical, and
electronic.

Steepening technology curve, both
IT and employees.

Employee Security and
Phishing

An indictor of effective
employee training and
awareness of security
practices to protect state
computing resources from
potentially dangerous
malware, phishing, and
ransomware.

#4 Improve our operational
efficiency and ability to
monitor and communicate
performance. Develop
information systems to better
maintain and analyze the data
needed for fish and wildlife
science and management.

Reduce the security risk
to the State of Oregon
through continued
evaluation and education
about risky or harmful
computing practices.

Increasing cyber threat landscape,
social engineering, physical, and
electronic. Steepening technology
curve, both IT and employees.
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System Uptime
Performance

An indicator of IT system
uptime measuring the
availability of the most
critical resources as defined
by agency leadership.

#4 Improve our operational
efficiency and ability to
monitor and communicate
performance. Develop
information systems to better
maintain and analyze the data
needed for fish and wildlife
science and management.

Provide consistent IT
system uptimes to
ensure uninterrupted
access to critical
resources for agency
staff.

Opportunity for automation,
improved efficiencies. High value
technology with greater
distribution. Implement workflow
management.
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Goals Cascade

An IT strategic plan must be aligned with the overall business goals as defined in the agency
strategic plan. Any digital transformation projects or organizational data management should align
with investment priorities and resources. The graphic below represents the alignment of IT goals

with the Agency Strategic Plan.

Strategic Objectives & Goals

Implement effective stewardship of Oregon's fish, wildife, and their habitats
through sound science and addressing consfituent needs

Demonstrate effective StewardShip Of Increase or maintain public satisfaction with ODFW as the agency responsible
' T . for protecfing and managing fish, wildife. and their habitats by 2020 (maintain at
Oregon's fish, wildlife, and their

2019-2021 Biennium

IT Initiative
Include use of data management systems currently in development 44-OR as a resource for
feed messages
Provide demographic data on ODFW constituents

Provide custom appications allowing biologist fa use sound science

Align budgets with ODFW conservation/management priorities beginning with
habitats

Consider live-streaming webcams, virtual Reality, Drones, GoPro

Increase parficipation in hunting, fishing, and shellishing by 3.75% by December

|nGrease aﬂd d|VerS|ty pUth ﬂ:rezgge' the number of first time hutners by 2%, anglers by 4% and shellishers

by 5% by December 31, 2021

Develop pod casts, field trip application to guide people through ODFW properties using digital
media that can pair with new informational signs/resources
Creation of appiications similar to ‘gamifying' apps for younger audience

pammpatlon |n lhe use and enjoymem Promote existing resources and form new partnerships to disseminate

opportunities for fish and wildife viewing to larger number of users.

Of Oregon's ﬁSh and W|Id||fe [ESOUICES ~ncrease te proportion of Oregonians participating i fish and wildife viewing
from 47% of all Oregonians to 50% by December 31, 2021

Continue and increase “Conservation Conversations”; live-stream from field with partners and
inferesting topies fo engage customers on inferesting species, habitats, and seasonal
Provide a seamless ficensing system that forms relationships with customers.

Explore other vendors or partners wha could sell hunting and fishing licenses as part of their
licensing sales

Offer special hunts or fishing opportunities

have maps and resources on private land access at local offices

Promote concept of open seat for anglers through easy to share digital venue

Develop application for helping new and continuing hunters and anglers understand the
regulations easily

Create auto contact capability in the licensing system

Establish auto renewal of licenses.

Make license purchase/renewal user fiendly create license
Promote and utfize existing ‘where fo, how to” angling and hunfing resources throughout social

_mediaand website _
crzate monthly auto-withdrawal for customers instead of annual big hit for purchase of ficense

_backage
Have licenses that aren't tied with calendar year , muli-year licenses

Track staff time to document costs and recover expenses from other executive

. c . . _agencies as deseribed in HB3315
DlVErSIfy, expand, and allgn fundlng Stabiiize programs by diversiying with 15% in new grant sources by June 30,
2019

Collect a share of revenue from third party apps providing hunting , fishing, and wikdife viewing
_ information. (mobile apos throuoh use of an API)

Create an Online Task Tracking Information System (OTTIS) by June 2017

WIth lhe W'Ofk we do and the people Diversify and increase base funding for ODFW by 15% by June 30, 2019

Develop statements and submit invoices to other executive agencies as described in HB3315

WE SErve

Ensure adequate capacity for grant management (imitation, accountability for grant
qui piance, fiscal responsibilty)

Foster an organizational cuiture of professional success and innovation by July
2021

ELT conducts annual or biennial review of progress based on summary reporting from OTTIS

Improve our operational efficiency
Implement highest priority projects for MRD by July 2018

Create categories in OTTIS to track priority and non-priority werk

and ability to monitor and
Idenify infernal bottienacks to implementation of work plans

Complete development of 4d-OR (ODFW's data ad information management systems)

communicate performance

Implement highest priority projects for MRD by July 2018

A summary of the IT Goals in the above chart are defined as below.

Custom queries

Support for live streaming

Partner with other agencies

GIS Map development

Custom/COTS applications (RACR,
CWTF, WWMP, ORBS, Grant
Management, ASD Applications,
ELS)

Enterprise Govemance

e Custom queries provide tailored data and specific information enabling staff to develop well
informed, science based, decisions in response to the needs of ODFW constituents.

e  Support for live streaming enables agency staff to bring the outdoors to citizens encouraging
participation, education, and engagement with fish, wildlife, and viewing activities.
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e Partner with other agencies to enhance the effectiveness of the agency’s strategic plan by
fostering collaboration, optimizing resources, and leveraging collective expertise. By example,
key IT partnerships with other Natural Resource agencies and alignment with EIS objectives.

e GIS Map development enables ODFW field offices the ability to provide custom maps and
informational resources to ODFW constituents to inform property boundaries, resource
availability, ADA accommodations, parking, paths, and is also used in species management by
ODFW staff.

e  Custom/COTs applications enables the agency to demonstrate effective stewardship of
Oregon's fish, wildlife, and their habitat, improve our operational efficiency and ability to
monitor and communicate performance, diversify, expand, and align funding with the work we
do and the people we serve.

e Enterprise Governance to align business needs with agency resources while implementing the
highest priority projects in support of the agency Strategic Plan.

Closing Summary

ODFW has adopted this IT strategy as a companion to the agency strategy to focus large scale
efforts through effective governance, continual interaction with our business partners, and to
guantify with metrics. This process continues to demonstrate operational results with stable,
effective, and sustainable technology deployments for the agency and service to Oregonians.

25| Page ODFW IT Strategic Plan V0.1 Asset Classification Level 2 ‘Limited’



<end of document>
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